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Home Cinema 3800

Release Notes
Version 1.07
Security update

To comply with the Radio Equipment Directive (RED), the
following measures have been implemented:

1) Firmware Security

- Encryption of firmware

- Secure-supported firmware cannot be downgraded to
non-secure firmware. If adowngrade is attempted, the
device will remain in the download state (indicated by
slow LED blinking) for over 10 minutes. After the ten
minute time period of slow blinking, the download mode
will end and the firmware will not update.

2) Whitelist Support for ESC/VP.net Commands to
enhance security, to only allow applications and access
sources that have been pre-approved. Block all other
communications and access attempts. This whitelist
approach also includes prohibiting the acceptance of
specific commands.

The ESC/VP.net blocks (responds with an error) any
command attempts to access security and network
assets, related to: PJLink, Web control, Monitor, Web
Remote, Factory reset



